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PERSPECTIVES
Cyber Security

1 Be skeptical of everything when it comes to your information
o Don't give anyone any information on an inbound call

o Don't assume that the person on the end of the phone/email
is them

o Email is convenient, but always call back the company/person
on a phone number that you know or can look up online

2 Hover over links before clicking on them.

3 Don't enter in your email user credentials to access any documents
from someone else.

4 Take your time. Do not react to a manufactured sense of urgency.

o« Common scams right now are warranties, computer
infections, friends/family in trouble

« Some use Al voice generation to even sound like someone
else

o Call them back at a number you know

Always use a password manager. Have complex, unique, and long

5 passwords for each individual login. Never use the same password
for two different sites. That way it if is ever compromised, you don’t
expose other accounts.

The Colony Group, LLC (“Colony’) is an SEC Registered Investment Advisor with offices in Massachusetts, New York, Maryland, Virginia,
Florida, Colorado, California, New Hampshire, Connecticut, Washington D.C., and New Jersey. Registration does not imply that the SEC has
endorsed or approved the qualifications of Colony or its respective representatives to provide the advisory services described herein. In Florida,
Colony is registered to do business as “The Colony Group of Florida, LLC" in Florida, and “The Colony Group of Missouri, LLC’, in Missouri. Col-
ony provides individuals and institutions with personalized financial advisory services. Colony’s Services are provided pursuant to an advisory
agreement with the client. Colony’s Form ADV Part 2A, 2B, Form CRS, and Privacy Notice will be provided on request and as required by law.
For a description of fees payable for investment advisory services, please see Colony’s Form ADV Part 2A.

EVAN COHEN

Director, Information Technology

Evan is the Director of Information
Technology at The Colony Group.
In his role, he is responsible

for building, maintaining, and
enhancing IT Infrastructure and
experience. He is responsible

for helping to make sure that team
members can leverage computer
systems and technologies to best
service their clients. Evan acts as

a point of escalation for IT team
members to address daily issues
and to engage in knowledge-sharing
efforts to develop increased technical
expertise of team members. He

is also responsible for building and
enhancing Colony’s cybersecurity
program and capabilities to protect
against ever-evolving threats. As
needed, Evan aids leadership and
compliance teams to enhance
capabilities, vet new vendors, and
develop, implement and enforce
policies and procedures.
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